
On the Feasibility of Common-Friend

Measurements

for the Distributed Online Social Networks

Yongquan Fu and Yijie Wang

National Key Laboratory for Parallel and Distributed Processing, College of Computer Science

National University of Defense Technology

Hunan province, China, 410073

Email: yongquanf@nudt.edu.cn, wangyijie@nudt.edu.cn

Abstract—Distributed social networks have emerged recently.
Nevertheless, recommending friends in the distributed social
networks has not been exploited fully. We propose FDist, a
distributed common-friend estimation scheme that estimates the
number of common-friends between any pair of users without
disclosing the friends’ information. FDist uses privacy-preserving
common-friend measurements to collect a small number of
common-friend samples, and uses low-dimensional coordinates
to estimate the number of common friends to other users.
Simulation results on real-world social networks confirm that
FDist is both scalable and accurate.

I. INTRODUCTION

Online social networks such as Facebook, LinkedIn have

become quite popular these days. However, there are also hot

debates over the privacy protection of these centralized social

services. For example, the service providers can peek at users’

profiles at will for targeted advertisements or even sell these

sensitive information to third parties for profits. As a result,

there has been strong urges to improve the privacy protection

of social networks.

Fortunately, borrowing the success of the P2P systems,

the distributed online social networks (DOSN for short) e.g.,

Safebook [1], LotusNet [2], Cuckoo [3], diaspora [4], Peerson

[5], Vis-a-Vis [6] have been proposed to better protect users’

privacy based on decentralized infrastructures. The key idea

is to store personal data on decentralized nodes and enforce

strict access polices on who can visit a user’s profile.

To increase the popularity of distributed online social net-

works, an open question is how to find potential friends

for users similar to the friend recommendation on Facebook,

LinkedIn. The centralized online social networks are able

to compute the possible friends using complete knowledge

of users’ profiles. One of the most popular recommendation

metric [7] is based on the Number of Common Friends (NCF
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for short), which has been shown to be very effective to

recommend new friends or find old friends.

Measuring NCF in the distributed online social networks

is however, a difficult task. First, since disclosing personal

information such as friend lists to non-friend users violates

the goal of the privacy protection. To the contrary, the friend

lists should be well protected against curious users. Second,

since most end hosts have limited bandwidth capacity, the NCF

computation should also scale well with increasing number of

friend lists.

Talash [8] computes the common friends based on ex-

changing friend lists between two users, which not only leaks

personal information, but also does not scale well. The PSI

approach [9]–[12] represents a list of friends using coefficients

of a polynomial, exchanges Homomorphic encrypted coeffi-

cients and computes the sum of coefficients to obtain com-

mon friends of two friend lists. The PSI approach improves

the privacy protection, however at the expense of increasing

transmission bandwidth cost and computation cost.

We propose a scalable and accurate distributed NCF esti-

mation method called FDist (Friend Distance measurement).

FDist provides NCF estimation between any user pair on a

distributed online social networks, but avoids leaking friend

lists of a user A to non-friend users.

Since each user on a distributed online social network is

often assigned a random string that is created by cryptographic

hash functions like SHA-1, estimating the random string of

a user is computationally difficult. As a result, to keep the

privacy of friend lists, FDist represents the friend lists with

well-known Bloom filters that hides the friend identifiers with

a bit array. Therefore, a curious user is unable to enumerate the

friends efficiently, but a user can query the common friends

using the other user’s Bloom filter.

Unfortunately, exchanging the Bloom filters may need

several-KBytes bandwidth cost in order to control the false

positives of the Bloom filter. To further increase the scalability,

we propose to estimate the NCF values with low-dimensional

coordinates. As a result, the transmission bandwidth cost is

fixed to be the size of coordinates, which is independent of the

size of friend lists.
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To obtain accurate coordinates, we model the NCF value

using a fully decentralized matrix factorization model that

adapts the sparseness of common friends, since only two-hop

users have non-zero NCF values. The matrix factorization is

implemented as a decentralized iterative optimization process.

Each user periodically updates his (or her) coordinate based

on a distributed conjugate gradient optimization process that

converges quickly. Finally, extensive simulation on real-world

social network topologies show that FDist provides accurate

estimation with better scalability than state-of-art methods.

The rest of the paper is organized as follows. Section II sum-

marizes related work. Section III introduces the background

information. Section IV presents how to probe the NCF value

to a user. Section V presents how to estimate NCF values

to unknown users. Section VI presents the simulation results.

Section VII concludes the paper.

II. RELATED WORK

Talash [8]calculates the common friends by exchanging two

friend lists, which however, does not scale well with increasing

friends; meanwhile, Talash also discloses sensitive personal

information to unknown entities.

The Private Set Intersection (PSI) or private matching

method [9]–[12] computes the intersection of two sets with

privacy protection. Generally, each set is represented by a list

of coefficients of a polynomial. Estimating the intersection

of two sets is implemented as the arithmetic operations on

the coefficients of two polynomials. To improve the privacy

protection, the homomorphic encryption is enforced over the

arithmetic operations in order to hide the coefficients to the

other user. Unfortunately, the PSI methods need a large amount

of bandwidth cost and computation cost, which renders them

to be less practical for bandwidth-limited end hosts.

Song et al. [13] estimate diverse proximity metrics between

users through a matrix factorization process that is computed

in a centralized manner, which is impractical for distributed

online social networks. Dong et al. [14] propose a secure and

privacy-preserving dot product protocol for static coordinates

computed by [13], in order to estimate the social proximity in

mobile social networks.

III. BACKGROUND

A. Distributed Online Social Network

Let a user be an online entity that participates in the DOSN.

A friend B of a user A is a user B that establishes the social

link or friendship link with user A on the DOSN. A social

link means that users A and B can access the profiles and

friend lists of each other. Users and social links altogether

lead to a social graph. The number of hops between users

A, B on the DOSN is the shortest path length between users

A and B on the social graph. The common friends SAB of

two users A, B denote the subset of users that are friends to

user A and B at the same time. Finally, each user A has a

friend list SA of a set of friends of user A and a profile that

represents a set of personal records such as the personal status,

or personal interests, etc.

B. Adversary Model

The goal of the privacy preservation is to hide a user’s

friend list from non-friend users. On the other hand, each user

is able to request the friend list of his (or her) friend, since

each user trusts his (or her) friends and allows friends to visit

the friend list.

We assume that users are semi-honest [15]: users may be

curious to learn the friend lists of users on other users, but

do not claim fake friends about the friend lists of stored

users. Particularly, each user follows the common-friend mea-

surement protocol, but is able to eavesdrop on the logical

communication links connecting that user.

C. Assumptions

Our key assumption is that the DOSN has already computes

a system-wide unique key called a identifier, since the DOSN

relies on a Peer-to-Peer substrate providing such identifiers

to route messages among users. Particularly, the identifier is

a randomized string (e.g., 160 bits by default) created by a

cryptographic hash function like SHA-1.

The identifier can be regarded as a perfectly random variable

and a curious user is unable to guess the identifier of a user

by a brute-force enumeration. In other words, these identifiers

decouple the DOSN from the real-world identity of a person,

and more importantly, are robust against dictionary attacks by

curious users. This is because the space of the identifiers is

quite huge, for example, there are 2160 kind of possible strings

for 160-bit identifiers, which prohibits the enumeration task

due to the overwhelming computation overhead.

D. Bloom Filter

A Bloom filter is a probabilistic data structure for the set

representation. Given a set S of n elements, a standard Bloom

filter BF (S) represents S with a bit array I of the length m.

Each bit I[i] is initialized to be zero for i ∈ [1,m]. When

we insert an element y in to the set S, we use k independent

hash functions h1, . . . , hk to map the element y into k random

numbers within the interval [1,m], such that each bit I[hi[y]] is

set to 1 for i ∈ [1, k]. The Bloom filter supports the query ”is

y ∈ S?” by testing whether each bit I[hi[y]] is 1 for i ∈ [1, k]:
if so, then y is assumed to be in the set, otherwise not. A

Bloom filter may incur the false positive problem: if the k
bits for the element z not in the set S have already been set

by other elements in the set S, then the Bloom filter always

returns that z is in the set S.

After we insert n elements into the set S, the false positive

probability for an element not in S can be asymptotically

computed by assuming that the hash functions are perfectly

random [16]. Let p be the probability that a random bit in the

Bloom filter is 0, then p = (1− 1/m)
n×k

≈ e−nk/m [16].

Consequently, the false positive of the Bloom filter becomes:

FP = (1− p)
k
≈ (1− e−nk/m)k (1)
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TABLE I
NOTATIONS AND THEIR MEANINGS.

k the number of hash functions in a Bloom filter

m the length of a Bloom filter

N the number of users on the DOSN

X̂ the coordinate distance matrix

Y the pairwise NCF matrix between a set of users

L the maximal NCF

d the coordinate dimension

θ the NCF mapping thresholds

IV. MEASURING NCF BASED ON BLOOM FILTERS

We show how to measure the common friends without

disclosing the information of friends by Bloom filters. Table

I shows key parameters used in this paper.

A. Bloom Filter based Friend Representation

We use the well-known Bloom filter [16], [17] to represent

friends. Suppose that a curious user C obtains a Bloom filter of

the other user B, the user C is unable to efficiently enumerate

B’s friends, since the identifiers are perfectly random strings

and thus are resilient against dictionary attacks.

Unfortunately, a Bloom filter may incurs false positives, i.e.,

reporting a user not in the friend list to be in. However, we

can turn this drawback into a way of protecting the privacy:

a user can deny that a user is his (or her) friend, since the

Bloom filter could fail due to the false positives. Decreasing

the false positives may increase the accuracy of estimation, but

still fail to distinguish whether a user is in the Bloom filter

with 100% certainty.

B. Adapting the Bloom Filter for Dynamic Friends

Since users dynamically establish friendships with other

users, we need to adjust the size of the Bloom filter. This is

because for a static Bloom filter, its false positive rate keeps

increasing with increasing friends, i.e., a Bloom filter may

report a user that is not in the set to be in the set.

Each user independently maintains his (or her) Bloom filter

to control the false positives. Suppose that two users A, B
represents sets SA, SB with Bloom filters FA, FB indepen-

dently. Let τ be the pre-specified false positive threshold. Let

n be the number of friends of a user. Let k be the number

of hash functions. The minimum size of the Bloom filter m
needs to be at least [16], [17]:

m(n,k,τ) =
−nk

ln
(
1− τ

1

k

) (2)

in order to limit the false positive probability to be within the

threshold τ .

We therefore adaptively configure the size m of the Bloom

filter:

• Let the default size of m be 1 KBytes.

• When the false positive FP of the Bloom filter exceeds

τ , we increase the Bloom filter as
(
m(n,k,τ) + 1024 ∗ 8

)
.

• We reconstruct the Bloom filter for the updated friend list

with updated size m of the Bloom filter and the number

k of hash functions.

We deliberately fix the number k (6 by default) of hash

functions, since there is a wide range of the number of hash

functions with similar false positive probability.

C. Estimating Common Friends with Bloom Filters

Computing the common friends is straightforward:

• Alice and Bob exchanges their Bloom filters.

• Alice queries Bob’s Bloom filter with her friend list, and

vice versa. The subset of friends represented in the Bloom

filter is returned as the estimated common friends.

Since Bloom filter may introduce false positives, i.e., the

estimation may not coincide with the ground-truth common

friends. For around 99% of all cases, the Bloom filter is able

to predict correct common friends.

V. ESTIMATING NCF WITH DECENTRALIZED

COORDINATES

Exchanging Bloom filters may incur several KBytes due to

the increasing number of friends. We show how to estimate

the NCF between any pair of users using decentralized coordi-

nates for scalability. Each user is assigned a low-dimensional

coordinate to each user. The NCF is calculated as the coor-

dinate distance between corresponding users. Estimating NCF

values with decentralized coordinates has at least two desirable

advantages:

• Scalability. Transmitting the coordinates incurs a fixed

bandwidth cost, which is independent of the size of friend

lists.

• Privacy-protection. Exchanging coordinates only reveals

the NCF value between two users without the information

of the friend lists. Moreover, since the decentralized

coordinates keep evolving, it is difficult for curious users

to track other users’ coordinates.

A. Coordinate Error Function

We first define an error function that measures the differ-

ence between coordinate distances and the ground-truth NCF

values. The optimal solution of the error function provides

the accurate classification of coordinate coordinates for NCF

mappings.

The challenge is that since the ground-truth NCF value

Yij are ordinal integers, i.e., Yij ∈ {0, 1, 2, . . . , L}, we have

to accurately map the coordinate distance X̂ij into ordinal

numbers.

Fortunately, we can use thresholds to represent the ordinal

numbers using continuous-range coordinate distances. For

example, if we define two thresholds values −0.2, 0.3, and

the input coordinate distance X̂ij = 0.2, then we map X̂ij

to the NCF value 2, because 0.2 is only larger than the first

threshold value -0.2.

Suppose that the maximum number of common friends

between any user pair is L. We introduce L real-valued

26



threshold variables θi =
(
θi1, . . . , θi(L)

)
for each user i as the

thresholds of mapping coordinate distances to NCF values.

To ensure an accurate NCF classification, we use the

soft-margin constraint. First, we introduce a relaxed range

θi(Yij−1) + 1 ≤ X̂ij ≤ θiYij
− 1 that generalizes the hard-

margin constraints for classifying binary labels (it also follows

that θi(Yij−1) < X̂ij < θiYij
), where θi0 = −∞, θiL =

+∞. Second, we use the soft-margin loss function h (z) =
max (0, 1− z) that is popular in SVMs to represent the above

constraints as h
(
X̂ij − θi(Yij−1)

)
+ h

(
θiYij

− X̂ij

)
.

Furthermore, by penalizing all violations of threshold con-

straints, i.e.,

• X̂ij ≥ θir + 1, r < Yij ;

• X̂ij ≤ θir − 1, r ≥ Yij

for robustness, the coordinate error function is

f
(
Yij , X̂ij

)
=

Yij−1∑

r=1

h
(
X̂ij − θir

)
+

L∑

r=Yij

h
(
θir − X̂ij

)

=

L∑

r=1

h
(
T r
ij [r, Yij ] ·

(
θir − X̂ij

))
(3)

where T r
ij [r, Yij ] unifies the sums of losses that penalize all

violations of threshold constraints:

T r
ij [r, Yij ] =

{
+1 r≥Yij

−1 r<Yij

B. Coordinate Structure

We next introduce the structure of the coordinates. For

generalization purpose, we use the popular matrix factorization

approach to represent the coordinate matrix X̂ .

The matrix factorization uses the inner product of two

low-dimensional vectors to denote each coordinate distance.

Specifically, the coordinate distance matrix X̂ is represented

by a linear combination of two low-rank matrices: X̂ = U×V ,

where U is a N ×d matrix, V is a d×N matrix, and d ≪ N .

Since each row vector of X̂ is represented by the inner

product of vectors from U and V , i.e., X̂ij =
d∑

m=1
uimvmj , we

let the coordinate for user i be
(
~ui, ~vi, ~θi

)
, where ~ui denotes

i-th row vector of U , ~vi denotes the i-th column vector of V ,
~θi represents the threshold vector for NCF mappings.

The dimensions of ~ui and ~vi are both d, and the dimension

of ~θi is L. Then the coordinate distance X̂ij is determined by

~ui and ~vj .

C. Optimization Objective Function

We could direct optimize the error function (3) to obtain

a set of coordinates. Unfortunately, it is impossible to find

optimal coordinates that can match all observed NCF values,

which called an overfitting. This is because the NCF metric is

not completely low-rank. Therefore, it is important to prevent

an overfitting for the error function for robustness.

To do that, we add a regularization item into the error

function (3) that is the sum of the Frobenius norm of coor-

dinates. Now, the updated coordinate optimization objective

becomes:

J (u, v, θ) =
L∑

r=1

∑

(i,j)∈Ω

h
(
T r
ij [r, Yij ] · (θir − ~ui ~vj)

)
+

λ

2

(
N∑

i=1

(
‖~ui‖

2
F + ‖~vi‖

2
F

))
(4)

where Ω represents the set of observed NCFs, ‖x‖
2
F =∑m

i=1 x
2
i denotes the Frobenius norm and λ is a regularized

constant.

The objective function (4) needs complete NCF values,

which requires a centralized computation process that is in-

feasible for the distributed environments. Furthermore, each

user i can only measure NCFs to a small number of users

(denoted as Si) due to bandwidth cost.

Therefore, we need to reformulate (4) as a distributed

optimization objective. Specifically, we decompose (4) into N
sub-objective consisting of each user i and its neighbors Si:

JD

(
~ui, ~vi, ~θi

)
=

L∑

r=1

∑

j∈Si

h
(
T r
ij [r, Yij ] · (θir − ~ui ~vj)

)
+

λ

2

(
‖~ui‖

2
F + ‖~vi‖

2
F

)
(5)

Now, each user i can optimize (5) to find its coordinate using

NCF measurements to its neighbors Si and the coordinates of

Si.

D. Distributed Algorithm

We propose a scalable distributed algorithm to adjust the

coordinate in an incremental manner. Each node maintains a

low-dimensional coordinate by minimizing the objective (5)

through a nonlinear conjugate gradient optimization, which

finds the local minimum of the objective that is known to be

robust against local minima [18].

Each user i maintains its own coordinate in rounds indepen-

dently, starting at randomized positions. Algorithm 1 shows

the distributed coordinate update procedure.

The procedure constructs the vector xi as the concatenation

of user i’s coordinate, then calculates the steepest direction ∆
of xi based on measurements to neighbors. Next we calculate

the new conjugate direction Λ and step length αi. Then we

update the new steepest direction ∆xi and the conjugate

direction Λxi. Finally, we move the vector xi at a new step

and we reconstruct user i’s coordinate from vector xi.

VI. EVALUATION

Our evaluation tries to ask whether FDist can estimate the

number of common friends accurately and scalably: (1) How

does the Bloom filter based NCF estimation method scales for

real-world social networks? (2) Is the decentralized coordinate

more accurate than existing NCF estimation methods? (3) How

does FDist scales for real-world social networks.

We represent each user with a 160-bit randomized string

generated with a SHA-1 cryptographic hash function. All

experiments are performed on a laptop with 2.13 GHz CPU
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Algorithm 1 Update the coordinate in rounds.

1: ⊲ Input: user i’s current coordinate ~ui, ~vi, ~θi, user i’s
steepest direction ∆xi, user i’s conjugate direction Λxi, the set
of neighbors Si, the NCF values from user i to its neighbors in
Si, the coordinates of neighbors in Si.

2: ⊲ Output: user i’s updated coordinate ~ui, ~vi, ~θi, user i’s updated
steepest direction ∆xi, user i’s updated conjugate direction Λxi

3: xi ←
[
~ui; ~vi; ~θi

]
; ⊲ sequent concatenation of the coordinate

4: Compute the partial gradient

∂JD

∂uih
← λuih−

∑
j∈Si

L∑
r=1

T r
ij [r, Yij ] ·h

′
(
T r
ij [r, Yij ] · (θir − ~ui ~vj)

)
vjh

5: Compute the partial gradient

∂JD

∂vih
← λvih−

∑
j∈Si

L∑
r=1

T r
ji [r, Yji] ·h

′
(
T r
ji [r, Yji] · (θjr − ~uj ~vi)

)
ujh

6: Compute the partial gradient
∂JD

∂θir
←∑

j∈Si

T r
ij [r, Yij ] ·h

′
(
T r
ij [r, Yij ] · (θir − ~ui ~vj)

)

7: ∇xJD (xi)←
[
∂JD

∂u
; ∂JD

∂v
; ∂JD

∂θ

]
; ⊲ gradient vector

8: ∆← −∇xJD (xi); ⊲ steepest direction

9: β ←
∆T (∆−∆xi)

∆xT
i
∆xi

;

10: Λ← ∆+ βΛxi; ⊲ conjugate direction
11: αi ← argmin

αi

JD (xi + αiΛ); ⊲ optimal movement [18]

12: xi ← xi + αiΛ; ⊲ move coordinate at a small step
13: ∆xi ← ∆; ⊲ update the steepest direction
14: Λxi ← Λ; ⊲ update the conjugate direction
15: ~ui ← xi[1 : d]; ⊲ reconstruct the coordinate
16: ~vi ← xi[(d+ 1) : 2d];
17: ~θi ← xi[(2d+ 1) : (2d+ L)];

and a 2GB RAM. We implemented all related methods in

Matlab 7.0. The experiments are repeated in ten times and

we report the average results and the corresponding standard

deviations.

We choose three representative social graphs that are all

collected by the online social networks research group in the

Max Planck Institute for Software Systems [19]–[21].

A. Bloom Filter Based Measurements

We compute the Percentage of correct intersection as the

percentage of correct NCF results by the Bloom filter based

NCF probing process. We compute the bandwidth cost of

transmitting the Bloom filter from one node to the other node.

The number k of hash functions is set to 6 by default. Due to

space limitation, we do not report results for varying k.

We test whether there exists a suitable false positive thresh-

old τ for the Bloom filter, such that the NCF probing results

are accurate and the probing bandwidth is also modest. Fig

1 show the dynamics of the accuracy and bandwidth cost by

tuning the false positive threshold τ of the Bloom filters. We

can see that most NCF results are accurate as the threshold τ
decreases. For example, when τ is no larger than 10−6, more

than 99% of all probing results are accurate, and further accu-

racy improvement is negligible. On the other hand, decreasing
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Fig. 1. Accuracy and bandwidth cost for the NCF estimation by Bloom
filters.
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Fig. 2. Convergence of FDist on three data sets.

τ does not significantly increase the mean bandwidth cost, but

increases the differences of probing bandwidth for different

users, which causes imbalance probing bandwidth cost. As a

result, we choose the false positive threshold τ to be 10−6 to

trade off the bandwidth cost and the probing accuracy.

B. Estimation Accuracy

To quantify the accuracy of estimations, we use the popular

metric Normalized Mean Average Error (NMAE), which is

defined as ∑
(i,j):Yij>0

∣∣∣Yij − Ŷij

∣∣∣
∑

(i,j):Yij>0 Yij
(6)

where Yij is the ground-truth value, Ŷij is the estimated

value. Smaller NMAE values correspond to higher prediction

accuracy. We report the average results that are based on ten

repeated simulations.

FDist is configured as follows: The regularized parameter

λ in (5) is 0.3. The coordinate dimension is set to 6. The

maximum number of logical neighbors is set to 32.

(1) Convergence. We first test the convergence of the NCF

estimations. Fig 2 shows the dynamics of estimation accuracy

with increasing rounds of coordinate updates. The estimation

accuracy is quickly improved as the coordinate update rounds

increase. The coordinates have converged to stable positions

after ten rounds of coordinate updates. The computation time

is less than 0.1 seconds, which indicates that the coordinate

update process is quite efficient.

(2) Accuracy: We compare FDist with LandmarkMDS

[22] that estimates discrete routing hops and the proximity

estimation method [13] (denoted as MatrixFac) based on the

matrix factorization.

From Fig 3 we can see that FDist outperforms Landmark-

MDS and MatrixFac in several times. FDist is also consistently
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Fig. 4. Comparing the transmission size of different methods on three data
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accurate on different social networks. However, we also see

that the performance on different data sets varies. This is

because different social networks have varying distributions

of common friends.

(3) Scalability: We next compare the scalability of different

methods in terms of the transmission size. We limit our focus

on comparing FDist and Talash. On the other hand, PSI’s

communication cost is much larger than Talash, since the PSI

methods encode each item in the friend list with at least 2048

bits due to the homomorphic encryption. We also compute the

transmission cost of exchanging Bloom filters between at most

32 logical neighbors of FDist.

From Fig 4 we can see that FDist incurs very low transmis-

sion size, since FDist only needs to exchange the coordinate

vectors. However, Talash incurs increasingly large bandwidth

from 2KBytes to more than 30 KBytes, which is much less

scalable than FDist. On the other hand, exchanging the Bloom

filters requires modest bandwidth from 2 KBytes to around 15

KBytes on different social networks. Fortunately, since FDist

converges quickly, the bandwidth cost of exchanging Bloom

filters can be controlled by increasing the period of updating

coordinates.

VII. CONCLUSION

To estimate common friends in distributed social networks

scalably with privacy protection, we propose a distributed

common-friends prediction method that combines the privacy-

preserving common-friend measurement using Bloom filters

and the distributed common-friend estimation with decen-

tralized coordinates. Simulation results show our coordinate

based method estimates the NCF values accurately with low

transmission cost. We plan to implement our method as a

plugin for the social networks such as Facebook, LinkedIn.
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